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PROFESSIONAL PROFILE

Cybersecurity professional operating across security engineering, GRC engineering, and AI security. Currently the sole dedicated security
professional for an NBA organization, with end-to-end ownership of vulnerability management, detection engineering, third-party risk, the
cybersecurity risk register, and security awareness. Builds specification-driven security automation in Python and TypeScript, including
adversarial LLM review workflows and agentic vulnerability-remediation systems. Founder of an AI security and governance consulting
practice.

CORE COMPETENCIES

Security engineering Vulnerability management; detection engineering; SIEM administration; EDR/NDR; incident investigation; Zero Trust
access

Risk and governance Third-party risk; cybersecurity risk register; security policy and standards; audit evidence; NIST CSF, NIST AI RMF, PCI
DSS, CIS Controls

Automation and AI
security

Python; TypeScript; LLM-assisted review; agentic workflows; API integrations; testing; human-in-the-loop control design

PROFESSIONAL EXPERIENCE

Oklahoma City Thunder (NBA) Aug. 2024 - Present
Cybersecurity Analyst Oklahoma City, OK

• Serve as the organization's sole dedicated security professional, owning security operations, third-party risk, vulnerability management,
detection engineering, the cybersecurity risk register, and compliance support end to end.

• Designed and built a third-party risk platform against a 60-item conformance specification, using an adversarial LLM review loop to challenge
vendor-evidence conclusions and preserve a reviewable path from evidence to decision.

• Administer Rapid7 InsightVM across on-premises and multi-cloud assets, including scan design, asset scoping, remediation prioritization,
and SQL-based reporting.

• Build and maintain the Sumo Logic Cloud SIEM environment, including log-ingestion architecture, detection content, dashboards, and
reporting across endpoint, network, identity, and cloud sources.

• Operate CrowdStrike Falcon EDR and Darktrace NDR; triage alerts, investigate incidents, document response procedures, and improve
recurring operational workflows.

• Enforce identity- and device-posture-based access with Fortinet ZTNA; apply CIS Benchmarks and secure configuration standards during
infrastructure and cloud reviews.

• Run the organization-wide security awareness and phishing-simulation program and translate emerging threats, including AI-specific risks,
into practical recommendations for leadership.

SELECTED ENGINEERING AND RESEARCH

Remediation Zero [repository] - Public agentic vulnerability-remediation system built for Google's All Things Agentic Hackathon. The committed
scenario verifies 106 remediations while keeping 102 findings open when scan coverage cannot prove a fix; lifecycle and safety behavior is
covered by 623 tests.

AI data practices specification - CC0-licensed structured review of public evidence across 15 AI products, created to support third-party AI risk
and data-protection assessments.

Authorized security research - Methodical API and access-control testing across scoped bug-bounty programs, with automation used for
repeatable reconnaissance and test preparation. No private program or undisclosed vulnerability details are included.
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PROFESSIONAL EXPERIENCE CONTINUED

Ayliea LLC May 2023 - Present
Founder & Principal Consultant, Cybersecurity and AI Governance Oklahoma City, OK (Remote)

• Deliver fixed-scope AI security and governance assessments covering risk, policy, controls, evidence, and remediation, with findings mapped
to NIST AI RMF and related security frameworks.

• Built Ayliea Assess, a TypeScript and Next.js self-assessment platform that maps organizational AI security and governance controls to
defined requirements and supporting evidence.

• Authored a CC0-licensed open-source specification evaluating the data practices and privacy/security posture of 15 AI products for
third-party AI risk and data-protection reviews.

• Built Remediation Zero for Google's All Things Agentic Hackathon: a seven-part vulnerability-remediation workflow using Gemini, Gemma,
Google ADK, Vertex AI Agent Engine, Model Armor, Cloud Run, Firestore, and GitHub Issues.

Confidential Financial Services Client Dec. 2023 - May 2024
IT Security Consultant Remote

• Developed and executed a remediation strategy for findings from a comprehensive vulnerability assessment, translating technical gaps into
prioritized control work.

• Hardened authentication and password policy against NIST SP 800-63B and PCI DSS requirements and documented the resulting control
changes.

• Led migration to behavior-based IDS/IPS and implemented Microsoft Purview data-loss-prevention controls to strengthen detection and
sensitive-data handling.

Delaware Nation Industries (DoD Contractor) Aug. 2022 - Aug. 2024
Systems Analyst I Oklahoma City, OK

• Managed access control, authentication, authorization, and security-focused IT asset processes for government environments; implemented
role-based access controls and least-privilege provisioning workflows.

• Authored technical documentation, improved operational processes, and collaborated across IT teams to restore services and resolve
complex incidents.

American Fidelity Assurance Company Sep. 2021 - Jul. 2022
Data Science Intern Oklahoma City, OK

• Built an end-to-end SQL ETL pipeline and analytics dashboards in Tableau and Power BI, then presented findings to internal stakeholders.

EDUCATION

M.S., Cybersecurity and Information Assurance Western Governors University | 2024

B.S., Cybersecurity and Information Assurance Western Governors University | 2023

CERTIFICATIONS

CISSP (ISC2)  |  SecurityX (CASP+) (CompTIA)  |  GSEC (GIAC)  |  SSCP (ISC2)  |  CySA+  |  PenTest+  |  Security+  |  Azure Fundamentals
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